ABSTRACT
INTRODUCTION
Cloud computing is a rapidly growing technology where resources such as storage devices, platform and applications are shared over the internet and is widely used by multiple users in small and medium business. Cloud services can be provided and delivered remotely by vendors such as Amazon or Microsoft as "public clouds", or the resources are designed, installed, monitored and controlled internally as "private clouds". Cloud data retrieval is an important service to be considered as certain specific data files the users are interested during a given session must be retrieved in an efficient way and quickly.
Services provided by the clouds are broadly divided into three categories: Infrastructure-as-aService (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS)
Infrastructure as a service (IaaS): In the IaaS model computers are offered as physical or as virtual machines, and other resources.
Platform as a service (PaaS):
In the PaaS model, cloud providers offers a computing platform including operating system, programming language execution environment, database, and web server. Without the cost and complexity of buying and managing the respective hardware and software layers, application developers can develop and run their software solutions on a cloud platform.
Software as a service (SaaS):
In the SaaS model, cloud providers install and operate application software in the cloud and cloud users access the software from cloud clients. The cloud users do not manage the cloud infrastructure and platform on which the application is running. This eliminates the need to install and run the application on the cloud user's own computers simplifying maintenance and support.
RELATED WORKS
To manage data the cloud systems rely on Distributed File Systems (DFS). Examples include Google's GFS [1] and Hadoop's HDFS [2] . There are several methods for the cloud data retrieval. Given a query, the corresponding data are retrieved from the DFS and sent to a set of processing nodes for parallel scanning. This employs simple query processing strategy and is suitable for a specific purpose of a single organization. In contrast, in an open service Cloud system, such as Amazon's EC2, different clients deploy their own software products in the same Cloud system. Processing nodes are shared among the clients and hence managing data becomes more complicated. Therefore, a more efficient data access service was required instead of scanning.
An indexing framework for the cloud system was designed. In this framework, processing nodes are organized in a structured overlay network, and each processing node builds its local index to speed up data access. A global index is built by selecting and publishing a portion of the local index in the overlay network and it is distributed over the network. Each node maintains a subset of the global index. This retrieves all the files which is impractical in cloud computing scenarios [3] .
Considering, cloud computing system hosts data services as in figure 1 , consists of three entities. They are cloud server, data owner and data user. The cloud server hosts data storage and retrieves services. Since data stored in cloud may contain sensitive information, the outsourced files must be encrypted. The data owner outsources the encrypted form of the collection of n files C = {f1,f2,…fn} onto the cloud server and expects the cloud server to provide keyword retrieval service to data owner or other authorized users. The keyword retrieval is possible by building a searchable index I from a collection of l keywords W={w1,w2,…wl} extracted out of C, and then outsources both the encrypted index I and encrypted files onto the cloud server. The data user is authorized to retrieve their interested files over the outsourced encrypted data through the multi keyword search. The data user sends the query to the cloud server that returns the relevant files to the data user. Next, the data user decrypts the files and makes use of the files. Searchable encryption focus on the different methods to selectively retrieve the users interested files through keyword-based search technique which is widely applied in plaintext search, such as Google [4] . In Boolean searchable symmetric encryption it does not consider the difference of relevance with the queried keyword and of the files while searching whether a keyword consists in a file or not. It focuses on simple keyword matching and has long computation phase for each document [5] . Hence the traditional plaintext searching methods are unsuitable for cloud computing and restricts users ability to perform search over encrypted cloud data [6] - [8] .
Searchable encryption techniques have been developed in recent years to securely search over encrypted data [9] - [14] . These Searchable encryption schemes build an index for each keyword of interest and associate the index with the files that contain the keyword. The file content and keyword privacy are well-secured and provides effective keyword search. The existing searchable encryption techniques do not suit for cloud computing scenario since they support only exact keyword search.
In secured ranking search, to retrieve the top matching files from the encrypted cloud an framework is built for privacy-preserving top-k retrieval, including secure indexing and ranking with OPE [15] .
An ranking model was proposed, which allows privacy-preserving top-k retrieval from an outsourced inverted index. They proposed a transformation function for the relevance score to make relevance scores of different terms indistinguishable and hence improve the security of the indexed data [16] .
On the basis of SSE, the one-to-many OPM was proposed to further improve the efficiency. However, these schemes support only single keyword retrieval and not suitable for the large number of data users and documents in the cloud. Hence it is necessary to allow multi keyword search request and return the most relevant documents in the order of their relevance with these keywords [17] .
To retrieve the files quickly with multi keyword search over encrypted cloud files several schemes supporting Boolean multi keyword retrieval was proposed. [18] - [19] . This system checks for the files matching the multi keyword given during the search.
Fuzzy keyword search greatly enhances system usability by returning the matching files when users' searching inputs exactly match the predefined keywords or the closest possible matching files based on keyword similarity semantics, when exact match fails. Fuzzy keyword search uses wild card-based technique, Gram-based technique and symbol-based tie-traverse search system to return the files exactly matching the users searching keyword and the already defined keywords or based on keyword similarity semantics. [20] . It supports only Boolean keyword search and not support ranked search.
Cao et al. first attempted to define and solve the problem of top-k multi keyword retrieval over encrypted cloud data. The relevance scoring evaluation and the similarity was computed through the coordinate matching and inner product [21] .
Hu et al. employed homomorphism to preserve the data privacy. The data privacy of the owner and the query privacy of the client is protected by devising a secure protocol for processing knearest-neighbor (kNN) index query. These schemes employed Boolean representation in their searchable index, i.e., 1 denotes the corresponding term exists in the file and 0 otherwise. Thus, files that share queried keywords have the same score, thus weakens the effectiveness of data utilization. The security is opposed since all these server-side schemes employ server-side ranking based on OPE. We, therefore, focus on the security, an issue the above schemes fail to address [22] .
MOTIVATION
As Cloud Computing becomes prevalent, sensitive information are centralized into the cloud. The sensitive data must be encrypted before outsourcing them into the cloud for the protection of data privacy, which makes effective data utilization a very challenging task. Data users must be allowed to search and retrieve the files of theirs area of interest.
The traditional searchable encryption schemes allows users to search in the encrypted cloud data through keywords, which support only Boolean search, i.e., whether a keyword exists in a file or not, without any relevance of data files and the queried keyword.
In the ranked search the matching files in a ranked order are returned through single keyword search which yields too coarse result and server side ranking based on order-preserving encryption (OPE) inevitably violates data privacy.
The proposed scheme, guarantees top-n multi keyword retrieval over encrypted cloud data with high security and practical efficiency using TRSE scheme.In the proposed system score computation is performed at the server while the user takes part in ranking,
PROPOSED WORK

Aim of the Proposed System
• The proposed system ensures protection of sensitive information by encrypting cloud data at the administrator side and provides the data user with secure encrypted data.
• The system provides authentication to the multi users by registering themselves to the administrator.
• The users must retrieve top-n files matching the multi keywords submitted during searching of the files through the relevance of the files and the keyword.
• Preserves privacy of encrypted data using Two round searchable encryption method. The Multikeyword ranked search using TRSE scheme retrieves data accurately when compared to single keyword search.
Techniques Used
Encryption Techniques
As sensitive data are outsourced to the cloud, these data must be encrypted before they are outsourced into the cloud for the privacy purpose.
In the proposed system the files are encrypted using RSA encryption function by the administrator before outsourcing them into the cloud.
• RSA Encryption RSA algorithm is developed by Ron Rivest, Adi Shamir and Len Adleman and it is the first public-key encryption algorithm. RSA is a block cipher in which the plaintext and ciphertext are integers between 0 and n-1 for some n.
The following summarizes the RSA algorithm. Selecting two prime numbers, p and q calculate their product n, which is the modulus for encryption and decryption. Next, we need the quantity ø(N) ,referred to as the Euler totient of n, which is the number of positive integers less than n and relatively prime to n. Then select an integer e that is relatively prime to ø(N). Finally, calculate d as multiplicative inverse of e, mudulo ø(N).
To encrypt a message M the sender obtains public key of recipient KU={e,N} and computes: C=M e mod N, where 0≤M<N. To decrypt the ciphertext C the owner uses their private key KR={d,p,q}and computes: M=C d mod N.
•
Homomorphic Encryption
An index of keywords is constructed using document parser interface where the unnecessary words are ignored and only the keywords of the document is listed in the vector word index. This index in encrypted using homomorphic encryption and uploaded to the cloud.
To eliminate the burden on the user side computing work should be performed at the server side, hence we need an encryption scheme which guarantee the operability and security at the same time on server side. Homomorphic encryption allows specific types of computations to be performed on the corresponding ciphertext. The result is the ciphertext, the result of the same operations performed on the plaintext. That is, homomorphic encryption performs computation of ciphertext without knowing anything about the plaintext to get the correct encrypted output. The original fully homomorphic encryption scheme, is too complicated and inefficient for practical utilization as it employs ideal lattices over a polynomial ring. To compute the relevance scores from the encrypted searchable index for the top-n retrieval using vector space model we need only addition and multiplication operations over integers, hence the original homomorphism in a full form is reduced to a simplified form that only supports integer operations, which is more efficient than the full form.
Let p and c denote the plaintext and ciphertext of the integer, respectively. Our encryption scheme can be expressed as the following formulation: c=sn+2r+p where s denotes the secret key, n denotes the multiple parameter, and r denotes the noise to achieve proximity against brute-force attacks. M is the plaintext .The public key is sn + r.
On the basis of homomorphism property, the encryption scheme can be described as four stages: KeyGen, Encrypt, Evaluate, and Decrypt.
• KeyGen (K). The secret key p is an odd n-bit number randomly selected. The set of public keys PK =(k0,k1,k2…kr) is the subset of sn+r .where r is a small even number noise factor, n is the multiple of s say n.s Note that the secret key is used for encryption and the public keys are used for decryption.
• Encrypt (PK, p). ciphertext c = n·s+2·r+p.
• Evaluate (c1; c2; . . . ; ct). Integer x is returned by applying the binary addition and multiplication gates to ciphertext ci. • Decrypt (s,x ). c (mod s) = 2·r+b (mod s)
TRSE
A Two Round Searchable Encryption (TRSE) scheme supports top-n multi keyword retrieval. The TRSE framework consists of four algorithms: Set, IndexTable, TrapGen, ScoreCal and Ranking.
• Set(S): The secret key and public keys for the encryption scheme are generated by the data owner. The security parameter S is taken as the input, the output are a secret key SK and a public key PK.
• IndexTable(N ,PK ): From the file set C the data owner builds the secure searchable index.
• TrapGen (REQ,PK ): The data user generates secure trapdoor from his request.
• ScoreCal (T,I): The encrypted result vector V is returned to the data user by the server as it computes the scores of each files in I with trapdoor T.
• Ranking(V,SK ): The data user decrypts the vector V with secret key SK.
Vector Space Model
Vector space model is used to order the cloud files either in ascending or descending order based on the relevance scoring. tf-idf weighting is the widely used model for relevance scoring, which involves two attributes-term frequency and inverse document frequency. Term frequency (tft, f) is the number of occurrences of term t in file f. Document frequency (dft) refers to the number of files that contains term t. The inverse document frequency (idft) is defined as: idft = log N/dft , where N denotes the total number of files. Then the tft-idft weighting scheme assigns to term t a weight in file f given by tft -idft,f = tft,f × idft . The weights of terms that occur very frequently in the collections are diminished and the weights of terms that occur rarely are increased by introducing IDF factor. The vector space model is an algebraic model which represents each file and query as a vector. For a file, each dimension corresponds to a separate term, i.e., if a term occurs in the file, its value in the vector is non-zero integer, otherwise is zero and for a query each dimension is assigned with 0 or 1 according to whether the term is queried. It computes the degree of similarity between queries and files, and then ranks the files according to their relevance scores. It meets the needs of top-n retrieval. The score of file f on query q (sof, q) is deduced by the inner product of the two vectors: sof, q = vf .q.0 Once the scores are computed, files can be ranked in order and hence the most relevant files can be found.
Consider, a table below showing the vector space model computation for the query: "best colleges" in the document: "best colleges in Karnataka". 
OVERVIEW OF THE PROPOSED SYSTEM
In the proposed scheme, the data owner encrypts the file and the searchable index to the amazon cloud. Files are encrypted using RSA encryption and apply Homomorphic encryption to encrypt the searchable index. The cloud server computes the scores from the encrypted index stored on cloud and returns the encrypted file with its scores to the data user as the server receives a query consisting of multi-keywords from the user. Once the scores are received the user decrypts the scores and selects the files and sends the respective file IDs to the server. Server sends the encrypted file to the user and then the user decrypts the file using the private key sent by the administrator.
It takes two-round communication between the cloud server and the data user to retrieve the top-n files and hence we name the scheme the Two round searchable encryption scheme, in which score calculation is done at the server side and ranking is performed at the user end.
PERFORMANCE ANALYSIS
In Secure searchable encryption technique single keywords are used to retrieve the interested files of the users which yields in coarse results and performs server-side ranking which burdens the server. The proposed system uses multi keyword in the query for searching the files using TRSE scheme.
The graph below indicates the time to upload set of 100 files into the amazon cloud after encrypting them using RSA algorithm by the administrator. The graph below indicates the time to calculate the index for the same set of 100 files using Homomorphic encryption by the administrator. In the following example, sample of 400 files are collected. Our proposed system is efficient with respect to time to retrieve the top-n files matching the keyword comparatively with SSE scheme. This is illustrated with a graph below. 
CONCLUSION
The proposed system makes the system highly scalable and minimizes information leakage. Prevents overloads by ranking the files at the user side, reducing bandwidth and protects document frequency. The proposed solution is secure, scalable and accurate compared to the other ranked keyword search.
